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Cyber Security
for Industry

We’re passionate about risk management, safety, security and
sustainability. Our experts guide clients in their transformation while
empowering them to build a better future.
Airbus Protect offers end-to-end strategic advisory, consulting
services, training programmes, and software solutions to industry,
Critical National Infrastructure, governments and institutions. We
bring together 1,200 professionals from Airbus CyberSecurity – one
of Europe’s most advanced sovereign cybersecurity players, and
APSYS – a leading provider of safety, security and sustainability
consulting, IT and business solutions – creating a centre of
excellence to meet our clients’ evolving needs.
We are a trusted partner with more than 35 years of experience
in making businesses safe, secure and sustainable for today and
tomorrow.
Our mission is to use our deep knowledge and diverse industry
expertise to make a meaningful impact. We enable our clients to
concentrate on growing their businesses and building a trusted
future, while ensuring their safety, security and sustainability never
wavers.
We are dedicated to our employees and our clients. Our relationships
are based on deep trust empowering us to tackle complex projects
and co-innovate to build a better future.
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Authorities

InDesign
Suppliers

Cyber defence
From Industry Security
to Data Protection

Stakes
> Safety
> Production and Operations continuity
> Regulation compliance
> Data protection
> Company branding
> Improved asset utilization
> Secured maintenance
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Customers

InOperation

InProduction

Challenges

Cyber Threats

> Digitalization

> Production or operation disruption

> Supply chain and third parties

> Ransomware

> Personal data protection

> Phishing

> Emergency management

> Advanced Persistent Threats (APT)

> Evolving threats

> Non-compliance with regulations

> Continuously changing regulations and policies

> Data loss or theft
> Insider threats
> Distributed Denial of Service (DDoS)
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Customer
Journey
UNDERSTAND

ASSESS

IMPROVE
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Identify Security Stakes
> SECURITY CONSULTING
> TRAININGS

Check Compliance,
Robustness and Priorities
> AUDITS AND ASSESSMENTS
> OFFENSIVE SECURITY
> RISK ASSESSMENT

Ensure Long Term Security
> SECURITY MANAGEMENT SYSTEM
> DATA SHIELD
> LEGAL SUPPORT
> ARCHITECTURE & SYSTEM DESIGN
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Consulting

Understand the stakes. Figure out the big picture. Prepare
for what comes next.
Cyber Security is a concern for all businesses.
When dealing with cyber security, industrial companies share the
following common characteristics:
- Increasingly complex and connected systems that deliver new
services
- Attractive targets for hackers, hacktivists, terrorists
- Multiple third parties involved in operations
- Potential impact on employees’ and passengers’ safety
- Evolving regulation
Tackling these challenges requires experience. Airbus Protect offers
to share its own experience in a set of services designed to help
industries in their cyber security journey (described in the following
pages).
We usually start our activities with a consulting mission to present
executive and senior managers with cyber security stakes, challenges
and best practices. We then initiate assessment on existing
organizational approaches and finally offer a customized view of what
should come next.
A report is delivered at the end of the mission summarizing the current
maturity of the organization and a concrete action plan to start or
improve their cyber security programme.

Pre-assessment
Based on our in-house expertise, we developed a simple yet powerful
tool to help you better understand your maturity to face cyber security
risks. This tool will propose a list of customized questions related to
organizational, procedural, or technical solutions already in place.
It then evaluates your cyber security maturity level.

Pre-requisite
This first service is addressing executive and senior manager dealing
with cyber security.

BENEFITS
+	Experienced
consultant
in the industrial
context

+	Customized tool to
quickly identify your
maturity

+	Tailor-made
proposition for
next steps in your
company

+	Recommendations
and action plan
delivered as an
outcome of the
mission
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Trainings

Gain insight on the essential concepts of security stakes
and challenges.
Our proposal will address dedicated training sessions focusing on the
main stakes of cyber security in an industrial context. Threats against
this sector are evolving rapidly.
Security risks are becoming more complex and regulation is evolving
to take them properly into account.
Industrial systems are more and more interconnected and digital.
They cannot be addressed as isolated systems anymore. New
technologies have been integrated allowing greater communications
and functions (maintenance, traceability, data management), implying
more interactions and more connections with other systems and
environments.
Understanding security stakes and challenges is the first step to
making the right decisions to protect and ensure operations.

Training sessions overview
·
·
·
·
·
·
·

General security awareness
Regulation, policies and standards
Threat landscape
Risk analyses
Security Management System
Incident and crisis management
Secure development

All these training sessions are delivered by Airbus Protect experts from
different fields of activities. Each training can be adapted according to
attendee expectations and the required specific context.

Pre-requisite
Depending on each training.

BENEFITS
+	Set up a shared
understanding of the
industrial security
context

+	Identify security
objectives for
continuous
production and
operation

+	Understand how
systems interact and
how to manage them
securely

+	Understand the
security risks and
be able to establish
an overall security
governance

+	Improve, develop and
maintain the existing
security measures

+	Improve security
assurance level of
your code
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Audits and Assessments
Assess your compliance with the most relevant security
standards.
To face the increasing number of standards and regulations to
comply with (II901, LPM, ISO 62443,, ISO 2700X, NIS Directives,
GDPR, Export Control...), Airbus Protect offers a set of audits and
assessments tailored to your needs. We can perform assessments
or formal compliance checks on all phases of the product lifecycle
(design, production, in service operation) and company scope (IT,
physical, product, industry, supply chain, in service).
Our team of certified auditors will assess your organizational, physical
and technical controls in place, evaluate their compliance and
performance and identify ways of improvement
We will support your organization to achieve the next maturity level
with a clear and comprehensive report on your current compliance
level including security recommendations prioritized by criticality,
efficiency and complexity.

Audit plan key topics
Security organization
Security in operations
Asset management
Exchange of information and media management
Networks and communications
Business continuity
Incident and crisis management
Compliance and continuous improvement
Security in development (state-of-the-art, target, how to get there)
to reach Security by Design
· Regulations and standards
· KPIs definition for continued monitoring of security level
·
·
·
·
·
·
·
·
·

Auditors and referentials
Audits performed by certified auditors:
· PASSI (recognized auditor by National French IS security agency)
· ISO 27001 certified Lead Auditors
Usual standards:
· Referential: II901, LPM, IEC 62443, ISO 2700X, NIS directives,
GDPR, export control, internal security policy, security quality
program, security training program

BENEFITS
+	
Get a comprehensive
picture of the security
level of your products
and processes

+	
Suggestions to
improve your security
level after an audit

+ Security activities
in the frame of a
management system
(ISO 27001 like)

+	
Organizational,
physical and technical
security aspects
covered

; Cyber security for industry

Offensive Security
Services
Test your security and defence with a combined physical,
IT and social attack approach.
In your systems, malicious hackers can and most probably will exploit
any loophole that they find. It is key to identify them.
That is why Airbus Protect put together teams of offensive security
specialists to support industrials in assessing their cyber defence.
Airbus Protect white hat hackers are professionals with high expertise
in the area of anti-hacking techniques. They possess multiple
complementary skills in IT, network, cloud, embedded systems and
industrial capabilities. Their goal is to ensure the protection of your
systems.Airbus Protect teams can go beyond the analysis and provide
consulting services to improve tested systems and infrastructures.

IT and Systems networks intrusion
tests
Experts will test many potential security weaknesses (XSS fault
detection, SQL fault detection, security failures related to configuration
errors...) to generate a detailed analysis. This is just the first step of the
mission. Once the analysis is generated, Airbus Protect teams issue a
findings tracking report to explain system vulnerabilities and possible
mitigations, thus supporting the business step by step to reach the
targeted security level.

RedTeam – A realistic IT, physical and
social intrusion
As pentesting focuses on a part of your IT, the RedTeam can take
advantage of all possible domains of access to your organization.
Indeed RedTeam missions are full-scope assessments aiming to
leverage in a controlled way the tools, tactics and protocols of any
adversary willing to damage the critical assets of the company or
organization.
Based on their expertise, our RedTeam members assess and improve
company defences, monitoring and response capabilities against
complex attack scenarios involving physical, digital and human
aspects. This engagement aims to provide a more realistic overview
of risks and their exploitability, and can reveal « blind spots » in your
current policies. Our method rely on existing ones, such as OSINT,
Social Engineering, pentest and physical intrusion.

BENEFITS
Pentests
+	Adaptive solutions
depending on your
needs: from simple
report generation to
corrective consulting
service

+	
White box, grey box
or black box modes
possible

+	
Support provided
to business after
findings report

Redteam
+ RedTeam highlight
threats that are not
usually considered,
such as social
manipulation and
physical intrusion

+	Globally assess your
organization’s attack
surface thanks to a
simulated advanced
attack
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Risk Assessment

Get a clear end to end picture of security risks on your
business.
Cyber threats are continuously evolving. Being aware of the security
risks is essential to face many challenges including the protection of
your business, know-how and customers. Accordingly, it becomes
mandatory to:
· Consider the whole cyber threat landscape,
· Better understand the stakes,
· Assess the feared events and the security risks on products and
services,
· Mitigate them,
· Define necessary activities to ensure acceptable risks,
· Limit unnecessary mitigations to reduce security costs,
· Adapt and improve communication with management, businesses
or other non-security-oriented people.
Based on our engineering experience on transport domains
(aeronautic, railway, maritime, space), Airbus Protect has built a strong
knowledge about risk management:
· Risk analysis perimeter: include all stakeholders to identify
dependencies to other parties
· Assets management: knowing what matters, what needs to be
protected and why Threat landscape: knowing what is threatening
your business
· Risks analysis: identifying the most relevant attack scenarios and
assessing their likelihood of occurrence
· Risk treatment: proposing how to mitigate risks and prioritize,
based on technical and organizational security measures
Having a security risk based approach is a key fundamental driver
to making better decision and ensure business protection against
threats.

Tools
Performing risk analysis can be complex and time consuming.
To ensure repeatable and consistent analysis, we developed FENCE®,
a risk assessment tool suited to multiple contexts and methods.
Thanks to the expertise and automation directly injected in this
solution, risk analysis experts can focus their attention on the most
valuable activities.

BENEFITS
+ Provide adapted
business level
diagnostics

+	
Monitor and provide
perspective on
security risks

+ Provide better
structure, reports and
analysis of risks

+ Provide risk based
approach for efficient
use of resources

+ Integrate in global
security management

+ Support business
strategy

+ ISO 27005 compliant
approach

+ Provide repeatable
and consistent
analysis with the
help of FENCE®, our
internally developed
risk analysis tool
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Security Management
System (SeMS)
Ensure that the overall security compliance and risk level
of your company is maintained over the long term.
Multiple security regulations and guidance are or will soon be
applicable to industrial actors.
Building compliance with different regulations and guidance is a
difficult task. Doing it in a coordinated way to optimize operations
and expenses is a bigger challenge. Maintaining the compliance over
many years with employees’ turnover, technologies and regulation
evolutions, new threats and vulnerabilities is even more difficult.

An integrated management system
Security Management System (SeMS) is a mix of processes and
organizations recognized as the state of the art for maintaining a
security level over many years. Compliance with security regulations is
achieved by the management of specific risks.
It is built by the integration, coordination and extension of existing
organizations and processes rather than the implementation of new
ones.

Security contribution of suppliers
SeMS also covers the integration of security aspects in supplier
management processes:
· Description of supplier security obligations,
· Contractual binding with suppliers,
· Defining mechanisms to check supplier compliance

Typical service phases
After Identification of the relevant security rules and assessment of the
existing organizations and processes:
· Proposal of an SeMS architecture
· Proposal of a plan to build the SeMS
· Support for building up the SeMS
Note: Service only available after an assessment of existing
management system

BENEFITS
+	Cost optimization
by integration with
existing Management
Systems (Safety or
other)

+	State of the art to
manage security over
years

+	Compliance
with regulation
trends (Risks and
Management System
based)

+	Address all actors
from company
internal organization
to supply chain.
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Data Shield Services

Protect your data and ensure compliance with
regulations.
Protecting personal data and confidential information becomes central
for business continuity.
Accordingly, each market actor processing data has the duty to cope
with data governance and compliance management, as per recent
laws and regulations. Whether it is data security issue, technical data
export or personal data protection, it is fundamental for companies to
keep the control of their own data and to demonstrate compliance.
Potential consequences of data breach or negligent data governance
could be financial loss and bad reputation with a strong additional
impact on market shares.
Airbus Protect has strong and significant experience in product
security activities through methodologies and procedures already
implemented and tested in the aeronautic industry. We rely on
this know-how and our team of experts to provide our customers
with appropriate consulting and actions plans to ensure regulation
compliance (GDPR, Export Control, NIS Directive) implementation
within their own organization.
Data governance and data compliance are key activities to ensure
business stability and to gain future customers’ confidence.

Data compliance services overview
·
·
·
·
·

Assessment or checking legal compliance
Implementation of compliance means
Risk management
Data Governance and continuous improvement
Culture change

BENEFITS
+	Compliance with
GDPR and Export
Control regulations

+	Data governance
improvement

+	Reduce legal risks
+	Support provided
to business (Audits,
Privacy Impact
Assessment, Training,
and Consulting)
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Legal Support

Anticipate, review & manage legal impacts in terms of
Cybersecurity.
A thorough protection of its own products, services and information
against cyber-attacks is an objective that is shared by all companies.
Law remains one of the corner stones that shall empower all
stakeholders towards this objective.
International, national, and regional evolving laws are sophisticated,
and associated topics on Cybersecurity are emerging. That is why
it is mandatory to have both a technical and legal knowledge to
understand and answer these complex - legal - requirements.
In order to properly answer the client’s compliance and security
needs, to help them understand these complex regulations and
additionally help them manage their legal and contractual risks, Airbus
Protect has developed dedicated competencies and services.

BENEFITS
+	Legal and Security
qualified expert
support

+	Legal translation
into concrete
requirements

+	Time saving for legal
watch and regulatory
analysis

+	Contractual risks
control

Legal support overview
· Legal watch (national, regional and international) – Regulations
watch strategy setup, new regulations/jurisprudences impacts
analysis
· Contractual/Legal Analysis and support - Applicable regulations
identification and translation into concrete actions to be performed
in the client’s - technical - environment
· Contractual Risk Management - implementation and management
of contractual security in order to identify security risks into
contracts
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Architecture
& System Design
Design the security of your systems.
After an organization has performed typical activities of assessment
such as Risk analysis, Audit, or Penetration testing, the actual
implementation of security controls needs to be carried out.
This typically occurs in two set of activities:
- Security architecture, which is the process of designing the
network or product so that your assets are protected from threats
by appropriate security controls,
- System design, which ensures the security controls are correctly
implemented, robust and well tested.

BENEFITS
+ Advise you with the
best and most fit
technical possibilities
according to your
stakes

+	Bring expertise to
your company as a
service

+	Mentor and help

Overview
We have industrial experience in several, highly-demanding domains:
space, aeronautics, military and defence, and railway systems.
In these domains we have successfully tackled complex projects
along the entire product development cycle: from security objectives
identified in the risk assessment all the way to the certification of
working, in-service, secured products. The activities include studies
of architecture taking into account business requirements, definition
of product specification, definition of security development plans, of
security test plans and review of test results.
We run these activities both at the level of the global architecture of a
large project, and at the level of specific product design.
We can also dive deep into specific technical topics requiring expertise
to provide an informed expert opinion to help with business decisions.

Fields of activities
·
·
·
·
·
·
·
·
·

Computer architecture
Cryptography
Product configuration
Network and communications
Operating systems
Programming languages
Design methodologies
Systems engineering
Assurance, V&V

your teams with
our experience on
industrial projects

+	Support for all your
design office security
activities
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References
Airbus Protect, a 100% Airbus subsidiary,
has been an expert in industrial risk
management since 1985.
Airbus is facing daily exposure to a
high level of physical and cyber threats
in design, production and worldwide
operations. Airbus trusts Airbus Protect
to take care of the security and the safety
of its own products.
Airbus Protect has been working very
closely with Airbus since the very
beginning of their Product Security
department to jointly develop skills in
processes, systems, and products
security.
In 2017, Airbus and Airbus Protect
decided to share benefits from this cyber
security expertise outside the group.
Together, we decided to help other
industries facing similar challenges and
threats.

Our playground
Airbus commercial aircrafts
Airbus Protect experts are engaged in securing the business of Airbus with a strong
background and know-how in security and their ability to implement regulatory and
normative requirements for complex products.
Airbus Protect is involved in the architecture and design of security for avionics
embedded systems.
Airbus Protect carries out physical and cyber security risk analysis from aircraft to
system level, and proposes risk reduction plans. In this frame, Airbus Protect defines
security policies, guidelines, methods and processes to be applied during design,
manufacturing and operation of aircraft.
Airbus Protect also provides security expertise for the assembly line teams of
Airbus to guarantee the integrity of the aircraft throughout all manufacturing phases,
through the incident follow-up and analysis and the implementation of technical and
organizational security solutions.
Airbus Protect is also involved in securing digital services addressed to airline
companies.
Finally, Airbus Protect supports the certifying bodies in the definition of the certification
processes and the creation and revision of domain-wide standards.
Airbus Helicopters
Airbus Protect supports the governance of security projects, taking part of the
implementation of the security management systems.
Airbus Protect is fully involved in the cyber and physical security risk assessments for
helicopters as well as for the Airbus Helicopters industrial assets.
Airbus Defence & Space
Airbus Protect is involved in the definition of governance frameworks, the definition
and execution of risk analysis, the architecture and system design for ground
equipment.
Other Industries
Airbus Protect experts are involved in various product security projects, dealing with
governance, design, security risk assessment and offensive security for key actors
in the sectors of railway, automotive and autonomous transport and military such as
ALSTOM, ATR, MBDA, Ariane Group, Bureau Veritas or the European Central Bank.

Certification
ISO 9001
Quality Management System (QMS) for the organization,
methods and documentary baseline

EUROCONTROL
Single European Sky ATM Research (SESAR)

ISO 27001/2
Lead Implementers/Lead Auditors

PASSI
Recognized auditor by national french IS security agency

EBIOS
Security risk methodology

NIST BEST PRACTICES
COMMON CRITERIA
EUROCAE
ED202/DO326
ED204/DO355
Aeronautical Systems Security

ACC3 Independent Validator
Air cargo or mail carrier operating in the Union
from a third country airport

20

; Cyber security for industry

Airbus Protect, 31700 Blagnac, France
© AIRBUS Protect - All rights reserved. Airbus,
its logo and the product names are registered
trademarks.This document is notcontractual.
Subject to change without notice.
www.protect.airbus.com

