PROTECT

:
Cyber
on _ demand
>>>
			
a simple
and direct
response
		

_enabling a trusted future

Airbus Protect,
adapts to all your
cybersecurity needs
Airbus Protect provides companies, critical
national infrastructures and government with
reliable and high-performance security products
and services to detect, analyse and counter the
most sophisticated cyber-attacks.
This brochure contains the initial and
prepackaged Cyber-On-Demand offer. This
cyber solution can be extended to match other
custom security and support needs.

A tailor-made contract
to meet all your needs

> A
 ccess to a large catalogue of
technical expertise in different
cyber areas
> Immediate response for
exceptional and/or unscheduled
needs
> Q
 uick and efficient support
in case of crisis and/or cyberincidents

Protection against all
internal and external cyber
threats

Threats, from the most common
(ransomware) to the most
sophisticated (Advanced
Persistent Threats).

Our
services

Cyber Threat
Intelligence

Vulnerability
Management

*

Qualification of indicators of
compromise (IoC)

*

*

Threat Intelligence studies
addressing the strategic level
(geographical area, sector of
activity, trend analysis, etc) or
the tactical/operational levels
(attacker profiles, etc)

Intrusion test on a network, a
system, a mobile application, a
website, an application, etc

*

Configuration audit

*

Vulnerability scan on an internal/
external perimeter or a web
application

*

Research and identification
of vulnerabilities on specific
products

*

Assessment of the digital
exposure of an individual or of
an organisation

Forensic
Analysis

Incident
Response

*

Digital investigation of a physical
or virtual device

*

Activation of the CSIRT
emergency response unit

*

Lifting doubts regarding a
workstation or server

*

Incidents categorisation with
identification of impacts

*

Detection of malicious signals
on a computer system

*

Containment and restoration

*

Comprehensive malware
analysis

Global
Support

900

Proven
Experience

30

Trusted
Partners

Governments, Armed
Forced, Airbus, CNI

experts

years

How the 		
Cyber-On-Demand
contract works
Cyber-On-Demand services are based on the
units of work consumption (UC) previously
ordered and prepaid thanks to the preestablishment of a framework contract.

the
advantages:

SAVE TIME

with your immediately usable
UC available stock, especially in
emergency situations.

SAVE MONEY

through anticipation and
optimisation of all your cyber
needs over a whole year.

COD-15

15 UO

COD-25

25 UO

COD-50

50 UO

COD-100

100 UO

COD-200

200 UO

COD-400

400 UO

Validity 1 year

EFFICIENCY GAINS
through the experience acquired by
our experts on the most critical and
complex cases of our customers
as well as through the highperformance and state-of-the-art
investigation tools at their disposal.

Cyber-on-Demand
Rapid Response Team

Team mobilised on demand

+33 (0)9 72 30 13 99

Active 		
Support Option
Subscribing to Active Support provides
immediate access and priority management to
reduce response times and de facto decrease
the impact of security incidents.

Active
Support

Request
consideration time

1h

We're
passionate
about
>
>
>
>

risk management
safety
security
sustainability.

Our experts guide clients in their
transformation while empowering
them to build a better future.
Airbus Protect offers end-to-end
strategic advisory, consulting
services, training programmes,
and software solutions to industry,
Critical National Infrastructure,
governments and institutions.
We bring together 1,200
professionals from Airbus
CyberSecurity – one of Europe’s
most advanced sovereign
cybersecurity players, and
APSYS – a leading provider of
safety, security and sustainability
consulting, IT and business
solutions – creating a centre of
excellence to meet our clients’
evolving needs.
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We are a trusted partner with more
than 35 years of experience in
making businesses safe, secure
and sustainable for today and
tomorrow.
Our mission is to use our deep
knowledge and diverse industry
expertise to make a meaningful
impact. We enable our clients
to concentrate on growing their
businesses and building a trusted
future, while ensuring their safety,
security and sustainability never
wavers.
We are dedicated to our employees
and our clients. Our relationships
are based on deep trust
empowering us to tackle complex
projects and co-innovate to build a
better future.

